MHdopmaumoHHas namaTka C KaxabiM roqoM MOMOAEXN B MHTEPHETE CTaHOBUTLCS Borblue, a
LLIKOSbHWUKM OLHM U3 CaMbIX aKTUBHbIX Nonb3oBaTenen PyHeTa. Mexay Tem, NOMUMO OrPOMHOr0O
KOnmM4ecTBa BO3MOXHOCTEN, MHTEPHET HeceT 1 npobnembl. ATa NaMsaTKa AOIPKHA NOMOYb Tebe
BesonacHo HaxoauTbcs B ceTu. KomnbroTepHble BUpyCbl KOMMbIOTEPHBIN BUPYC - 9TO Pa3HOBMOHOCTb
KOMMbIOTEPHBIX NPOrpamm, OTANYUTENBHON 0OCOBEHHOCTBIO KOTOPOK ABMSIETCS CMNOCOBHOCTL K
pasmMHoXeHuo. B gononHeHme K 3Tomy, BUPYCbl MOTYT NOBPEAUTb UMW NMOSMIHOCTBIO YHUYTOXUTL BCE
annbl 1 gaHHble, NOAKOHTPOSbHbIE NONb30BaTENO, OT MMEHM KOTOPOro Obina 3anylleHa 3apakeHHast
nporpaMmma, a Takke NoBpeavTb NN Aaxe YHUUTOXUTb ONEPaLMOHHYIO CUCTEMY CO BCeEMU hannamm B
uernom. B 6onbLUMHCTBE CnyvyaeB pacnpoCTPaHSOTCS BUPYChl Yepe3 UHTepHeT. MeToabl 3awuThbl OT
BPeAOHOCHbBIX nporpamm: 1. Micnonb3yi COBpeMEHHbIE OnepaLMOHHbIE CUCTEMbI, UMEIOLLNE CEPbESHbIN
YPOBEHb 3aLUNTbl OT BPEAOHOCHBIX Nporpamm; 2. NMocTosHHO ycTaHaBnuean nadty (UMdpoBbIe 3annaTku,
KOTOpble aBTOMAaTUYECKM YCTaHaBMMBAKOTCA C Lienbio AopabTkv nporpamMmbl) 1 gpyrme obHoOBNeHus
CBOEN onepaumoHHon cucteMbl. CkaumBam UX TOMbKO ¢ odmumanbHoro canta paspabotymka OC. Ecnun
CYyLLEeCTBYET PeXnM aBTOMaTM4ECKOro 0OHOBMEHWMS, BKItoumM ero; 3. PaboTan Ha cBoeM KomnboTepe Nof
npaBamu nonb3oBaTens, a He agMUHUCTpaTopa. OTO He MO3BONUT BOMbLUMHCTBY BPEAOHOCHbIX
nporpaMm UHCTaNIMpoBaTbCs HA TBOEM MepcoHaribHOM KoMMbloTepe; 4. VIcnonb3yin aHTUBUPYCHbIE
nporpaMmHbIe NPOAYKTbI N3BECTHbIX NMPOM3BOAUTENEN, C aBTOMATMYECKUM 0bHOBMNeHneM 6as; 5.
OrpaHunyb hranyecknii 4OCTYN K KOMMbIOTEPY A58 MOCTOPOHHUX NuL; 6. VIcnonb3yi BHELWHWE HOCUTENK
VHdOpMaLMK, Takme Kak dreLuka, AMCK unmn dann n3 MHTEpHeTa, TOMNbKO M3 NPOdEPEHHbIX NCTOYHNKOB;
7. He oTkpbiBa KOMMbOTEPHbIE (hanrnbl, NONYYEHHbIE U3 HEHaAEXHbIX NCTOYHMKOB. [laxe Te channsl,
KOTOpble npucnan TBOM 3HakoMbll. Jlyylle yToyHu y Hero, oTnpasnsan fim oH Tebe nx. Cetn WI-FI Wi-Fi -
3TO He BUA Nepeaayn OaHHbIX, He TEXHOMOrMs, a BCero nuwb 6peHa, mapka. Ewe B 1991 rogy
Huaepnanackas komnaHus 3apeructpupoana 6peHa « WECA», 4To 0603Ha4ano crioBocoveTaHne
«Wireless Fidelity», koTopbIi nepeBoaNTCS Kak «becnpoBoaHasi TOYHOCTbY. [Jo Hallero BpeMeHu aowna
apyras abbpeBunaTypa, KoTopast SIBNsieTCcs Takom e TexHonornen. 3to abbpesmatypa «Wi-Fi». Takoe
HasBaHuWe ObINo 4aHO C HAMEKOM Ha CTaHAapT BbICLUMIA 3BYKOBOW TexHuKkK Hi-Fi, 4To B nepeBoae
0O3HayvyaeT «BbICOKasi TOYHOCTbY. [la, 6ecnnaTHbIN MHTEPHET-A0CTYN B kade, OTensix 1 asponopTax
ABNAETCA OTNMYHOWN BO3MOXHOCTbIO BbIXOAa B UHTEPHET. HO MHOIrMe aKCnepTbl CHUTALOT, YTO
obwepnoctynHblie Wi-Fi cetn He aBnatoTca 6e3onacHbiMu. CoBeTbl N0 6e3onacHocTn paboTte B
obwepoctynHbix cetax Wi-fi: 1. He nepenaBaii cBoto nuyHyto MHopMaumnio Yepes obuenoctynHble Wi-
Fi cetn. PaboTtas B HUX, XenaTtenbHO He BBOAMTb MNAposiv 4OCTYNa, NOrMHbI U Kakne-To HoMepa; 2.
Vcnonb3yin n o6HOBNSIN aHTMBMPYCHbIE MporpaMMbl 1 6paHamayep. Tem cambiM Tbl 06e3onacuilb cebs
OT 3aKayku Bupyca Ha TBoe ycTporncTBo; 3. Mpu ucnonedosanunm Wi-Fi otknoum dyHkumo «O6Lwmn
JoCTyn K dhannam v npuHTepamy». [aHHas pyHKUMUS 3aKpbiTa Mo yMOMYaHWo, O4HAKO HEKOTOPbIE
nonb3oBaTeny akTMBUPYIOT €€ Ans yoobcTea Mcnonb3oBaHus B paboTe unum ydebde; 4. He ncnonbayi
ny6nuuneii WI-FI ons nepegaym nuyHbIX AaHHbIX, HANpUMep A Bbixo4a B couunarnbHble CeTv Unv B
3MNEKTPOHHYH NoYTY; 5. INonb3yi TONbKO 3aluwieHHoe coeamHerne yeped HTTPS, a He HTTP, T.e. npu
Habope BebG-agpeca BBoAn MMeHHO «https://»; 6. B mobunbHOM TenedoHe oTknoumn hyHKUMo
«lMogknoyenne k Wi-Fi aBTomatnyeckn». He gonycka aBToMaTn4eckoro noAKmiYeHns yCTPONCTBa K
cetsam Wi-Fi 6e3 TBoero cornacus. CounanbHble ceTn CoumanbHble CETU aKTUBHO BXOOAT B HALLY KU3Hb,
MHOrue niogu paboTaroT 1 XMBYT TaM NOCTOSHHO, @ B Facebook yxe 3apeructpmpoBaH Munnuvapg
YenoBekK, YTO ABNAETCH OAHOW ceabMOW BCeX Xutenen nnaHeTol. MHOrMe nonb3oBaTeny He NOHUMaloT,
4YTO MHPOPMaLS, pa3MeLLEHHAs MU B COLMATbHbIX CETSIX, MOXET OblTb HaAeHa 1 UCMONb30BaHa KeM
yrogHo, B TOM 4ucre He obsa3aTensHo ¢ 6narumm HamepeHnsiMu. OCHOBHbIE COBETLI MO 6e30MacHOCTY B
coumanbHbIx ceTax: 1. OrpaHnyb cnmMcok apy3en. Y 1ebs B Apy3bsX HE JOIMKHO OblTb CryYanmHbIX U
He3HaKkoMbIX foaen; 2. 3allmiian CBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOErO POXAEHUS U OPYTYIO NMNYHYK MHAOPMaUUIo. 3M0yMbILLIEHHUKN MOTYT UCNONb30BaTb Aaxe
MHOPMaLIMIO O TOM, Kak Tbl U TBOM POAUTENM NITaHUpyeTe NPOBECTM KaHMKyMbl; 3. 3aluianm ceok
penyTauuto - 4EPXM ee B YNCTOTE U 3adaBar cebe Bonpoc: xoTen 6bl Thbl, YTOObLI Apyrie nonb3oBaTenu
BUOENN, YTO Tbl 3arpyxaewb? [Nogyman, npexae 4em 4YTo-To onybnmkoBaTb, HanucaTb U 3arpysunTb; 4.
Ecnv Tbl roBopuLLb C MOABMU, KOTOPbIX HE 3HaELLb, HE UCMOMb3YM CBOE peanbHoe UMS U APYryo NMNYHYI0
WMHopMaLMK: UMSA, MECTO XUTENbCTBA, MecTo y4ebbl 1 npoyee; 5. N3beran pasmeLleHns doTtorpacun B
WHTepHeTe, rae Tbl n3obpaxkeH Ha MECTHOCTU, NO KOTOPOM MOXHO OnpeaenuTb TBOe MeCTOMNOMNOXEHNE;
6. Mpwn pernuctpaumm B coymarnsbHOM ceTU HeOBXO0ANMO UCMONb30BaTh CMOXHbIE NAPONN, COCTOSALLME 13
OyKB 1 LUNP 1 C KONMYECTBOM 3HAKOB He MeHee 8; 7. [na coumanbHOW ceTn, NOYThl U APYrMX CanToB



HeobXxoAMMO UCMNonb30BaTh pasHble nNaponu. Torga ecnu Tebs B3fomMatoT, TO 3MOYMBbILUSIEHHUKN nonyyaT
[OCTYN TOMNbKO K OOHOMY MECTY, a He BO BCe Cpa3sy. QNEeKTPOHHbIE AeHbIM ONEKTPOHHbIE AEeHbMM — 3TO
04YeHb yAOOHbIV cnocob nnaTexewn, OOHAKO CYLLECTBYHOT MOLUEHHMKN, KOTOPbIE XOTAT NOMAYy4MTb 3TK
AEHbIN. QMNEKTPOHHbIE AEHbIV NOSIBUNNCH COBCEM HELABHO U MMEHHO M3-3a 3TOr0 BO MHOTMX
rocygapcreax 4o CUx Nnop He NponmncaHo npo HUX B 3akoHax. B Poccun xe oHW OYHKUUMOHUPYIOT N O HUX
yXXe NpornucaHo B 3aKoHe, rae Ux pasgensatoT Ha HeCKONbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE.
PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBoAUTL onepauun 6e3
naeHTnrkauumn nonb3oBaTtens, a B HEaHOHUMHbIX AEHTUMKaLMKN Nonb3oBaTens aBnseTcy
obsaszaTtenbHon. Takke cnegyeT pasnuyaTb ANEKTPOHHbIE PMaTHbIE AeHbMN (paBHbl FTOCYAAPCTBEHHbIM
BanTaMm) 1 dNeKTPOHHblEe HedUaTHbIE AeHbI (He paBHbl rOCyAapCTBEHHbIM BarntoTam). OCHOBHbIE
coBeTbl N0 6e3onacHom paboTe ¢ ANEKTPOHHbIMU AeHbramu: 1. MpuBsKU K cHETY MOBUNBHBLIN TENEOH.
370 cambIi yaoOHbIV 1 ObICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYN K c4eTY. MNpuBsA3aHHbIi TenedoH
NMOMOXET, ecnu 3abyAellb CBOWM NaTeXHbIN Naposib MW 3aAellb Ha CanT C HE3HAKOMOrO YCTPONCTBA;
2. Vcnonbayii ogHopasoBble naponu. lNocne nepexofa Ha yCuneHHyo asTopusauuio Tebe yxe He bygeT
yrpoxaTtb OMacHOCTb KpaXu Uinv nepexearta nnatexHoro napons; 3. Beibepu crioxHbIn naporb.
MpecTynHmkam OyaeT He MPOCTO yrajaTb CMOXHbIV Naponb. HagexHble naponu — 3To Naposu, KoTopble
copepxaTt He MeHee 8 3HaKOB 1 BKMOYaloT B cebs CTPOYHbIE 1 MPOMUCHbIE ByKBbI, LN PbI U HECKOSLKO
CUMBOJIOB, TaKMe Kak 3Hak gonnapa, pyHta, BocknumuaTenbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;; 4. He
BBOAM CBOW NNYHbIE JAHHbIE Ha CanTax, KOTOPbIM HE AOBepseLlb. ONEKTPOHHAs NOHTa JNeKTPOHHas
noyTa — 3TO TEXHOMNOrMSA N NPeaoCcTaBngeMble el YCryri no nNepechinike 1 NONy4EHU0 NEKTPOHHbIX
COOOLLEHNI, KOTOPbIE pacnpeaensitoTcs B KOMNboTEPHOM ceTn. OBbIYHO SMEKTPOHHBIN NOYTOBbIN ALLMK
BbIFNSANT criegyloLmm obpa3oM: MMS_Nonb3oBaTensa@uMs_aomeHa. Takke KpoMme nepegady npocToro
TeKcTa, MMeeTcsl BO3MOXHOCTb nepegaath dannbl. OCHOBHble cOBEThI MO Ge3onacHol paboTe ¢
3NEeKTPOHHON noyTom: 1. Hago BbiOpaTh NpaBuUIbHbIN NOYTOBLIV CEPBUC. B MHTEPHETE €CTb OFPOMHbIN
BbIGOp OecnnaTHbIX MOYTOBbIX CEPBMUCOB, OAHAKO fyylle 4OBEPATb TEM, KOTO 3HAELLb U KTO MEPBLIN B
pentuHre; 2. He ykasbiBaw B JIMYHOM NOYTE NMYHYIO MHopMaLmto. Hanpumep, nydiue Bbibpatb
«My3blKanbHbIN_haHaTt@» nnun «pok2013» BmecTo «Temal3»; 3. icnonb3yn AByx3aTanHy aBTopusaLmio.
OT0 KOrga NoOMMMO Napons HyXXHO BBOAUTL KOA, npuckinaembli no SMS; 4. Beibepu CrioxHbIN Napossb.
[nsa kaxxaoro NoYToOBOro siLuKa A0MKEH ObiTb CBOW HAZAEXHbIN, YCTONYMBLIN K B3fIOMY Naposb; 5. Ecniu
€CTb BO3MOXHOCTb HanMcaTb CaMOMy CBOW INYHbINA BONPOC, UCMONb3YIM 3Ty BO3MOXHOCTb; 6. cnonb3yn
HECKOJIbKO MOYTOBbIX SALMKOB. [1epBbI A4S YaCTHOW Nepenncky ¢ agpecaTtamm, KOTOPbIM Thl AOBEPSELLb.
OTO 3MEeKTPOHHbLIN aapec He HaJo NCMNoNb30BaTh NPU perucTpauumn Ha popymax n cantax; 7. He
OTKpbIBaW harnbl 1 Apyrve BNOXeHUs B NMCbMax Aaxe eCrnn OHU NPULLINK OT TBOUX Apy3en. Jlydiie
YTOYHW Y HUX, OTNPaBnAny nu oHu Tebe atn dawnel; 8. MNocne okoH4YaHWs paboTbl HA MOYTOBOM CEpBUCE
nepep 3akpbiTMEM BKIaAKM C canToM He 3abyab HaxaTb Ha «BeinTn». KnbepOynnuHr unun BuptyansHoe
nsgesatenbcTBO KnbepOynnuHr — npecnegoBaHne coobLLEHUAMI, COAepXKaLLMMM OCKOpOneHus,
arpeccwito, 3anyrmuBaHue; XynuraHcTBo; coumanbHoe 60MKOTMPOBaHNE C MOMOLLbIO Pa3fINYHbIX MHTEpPHET-
cepsucoB. OcHOBHble coBeTbl Mo 6opbbe ¢ knbepbynnuHrom: 1. He 6pocarncs B 6ou. Iyywwmii cnocob:
NMoCcoBETOBAaTLCH Kak cebs BECTU 1, €CNY HET TOro, K KOMY MOXHO 06paTUTbCH, TO BHa4arne yCrnoKoMTbCs.
Ecnu Tbl HayHeLWb oTBeYaTb OCKOPONEHNsIMY Ha OCKOPBEHNMS, TO TONBKO eLle BonbLue pasoxkeLlb
KOHNUKT; 2. YNpaensun cBoen knbeppenytauunent; 3. AHOHUMHOCTb B ceTu MHUMas. CyLiecTBytoT
CMnocobbl BbIICHNTb, KTO CTOUT 3@ @aHOHMMHbIM akkayHToM; 4. He CcTOMT BECTU XynuraHckuin obpas
BUPTYanbHOW XN3HU. IHTEPHET MKCMpyeT BCe TBOU OEVNCTBUSI U COXPaHSEeT UX. Yoanutb nx oyget
KpalnHe 3aTpyaHuTenbHO; 5. Cobntogar cBov BUPTYyarbHY YecTb cMonogy; 6. IrHopupyn eanHuYHbIN
HeraTue. OgHOpa3oBble OCKOPOUTENbHbIE COOBLLEHMS NyyLle urHopupoBaTb. OObIYHO arpeccus
npekpallaeTcs Ha HavanbHon ctaguu; 7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbLIMM
COOBLLEHNAMN, B COLMANbHbBIX CETAX €CTb BO3MOXHOCTb BIOKMPOBKM OTNPaBKM COOBLLIEHNI C
onpegerneHHbIx agpecos; 8. Ecnu Tl cBuaeTenb kKubepbynnuHra. TBon AeNCTBUS: BbICTYNUTb NPOTYB
npecnegoBarens, nokasaTb emy, YTO ero 4eNCTBMS OLIEeHNBAIOTCS HEraTMBHO, MOAAEPXKATb XKePTBY,
KOTOPOW HY>KHa MCMXOnornyeckasi moMoLlb, COOBLLMTL B3pOCNbIM O hakTe arpeCCUBHOMO NOBEAEHNS B
cetn. MobunbHbI TenedoH CoBpeMeHHbIe cMapTEOHbI 1 MaHLWeTbl coaepXaT B cebe BnosHe
B3pOCnbIVi PYHKUMOHAN, 1 Tenepb OHWU MOTYT KOHKYpPMPOBaTb CO CTaLMOHAPHbIMU KOMMbIOTEPaMMU.
OpHako, cpefcTB 3awmnTbl A8 NOAO0BHbBIX YCTPONCTB MoKa O4eHb Mano. TecTMpoBaHWE U NOUCK
YSI3BUMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCUBHO, Kak Ans K, To e camoe kacaeTcsa n MOBUNbHbIX
npunoxeHuin. CoBpeMeHHble MOBUunbHbIe Bpay3epsbl yxxe npakTUYeckn JorHanu HacTorbHbIE aHanoru,



O[jHaKO pacLuMpeHune yHKLMoHana BrieveT 3a cobon 6OMbLLYI0 CIOXHOCTb U MEHbLLYIO 3aLUMLLEHHOCTD.
[aneko He BCe NPOM3BOAMTENN BbIMYCKaOT OOHOBMEHNS, 3aKpbIBaloLLME KPUTUYECKME YA3BUMOCTY AN
cBonx ycTponcTB. OCHOBHbIe COBETHI Ansi 6e3onacHOCTM MobunbHoro TenedoHa: 1. Hnyero He siBnaeTcs
no-HacrtosileMy 6ecnnaTHbiM. Byab ocTopoXeH, BeAb koraa Tebe npegnaratoT 6ecnnaTHbi KOHTEHT, B
HEeM MOryT ObITb CKpPbITbl Kakne-To nnaTHble ycnyri; 2. [lyman, npexae 4em otnpasuts SMS, doTo nnm
BMAeO. Tbl TOYHO 3Haelb, rae oHn ByayT B KOHeYHOM utore? 3. Heobxoammo oBHOBNSATL ONepaLMoHHY0
cucTemy TBOero cmapTtoHa; 4. icnonb3yi aHTUBMPYCHbIE NPorpamMmmMbl 45151 MOOMMbHbIX TeNedoHoB; 5.
He 3arpyxan npunoxeHus OT HEM3BECTHOIO UCTOYHMKA, BEAb OHWM MOTYT coAepXaTb BPeAOHOCHOe
nporpaMmmHoe obecneyenune; 6. [locne Toro Kak Tbl BblAeLLb C CanTa, rae BBOAMM MNYHYIO
WHopmMaLmio, 3aam B HacTponku Bpaysepa n yaanu cookies; 7. MNepunognyeckm npoBepsin Kakme
nnaTHble YCNyrn akTMBMpOBaHbl Ha TBoeM Homepe; 8. [laBaii cBoN HOMep MOBUIbHOrO TenedoHa TOMbKO
NoasM, KOTOPbIX Tbl 3HaeLb 1 KOMy AoBepsiellb; 9. Bluetooth gomkeH GbITb BbIKMOYEH, KOrga Tbl M He
nonb3ayelbcs. He 3abbiBav MHorga npoeepsitb 310. Online urpbl CoBpeMEHHbIE OHMaNH-UIPbI - 3TO
Kpaco4Hble, 3axBaTbiBaloLLME pa3BieyeHnsi, 00 beJUHSIIOWLME COTHU ThICSY YESOBEK MO BCEMY MUPY.
Wrpokun nccnenytoT AaHHbIM MM MUP, OOLLaoTCs APYr C OPYrOM, BbINMOJSHSOT 3a4aHuUsi, CpaxarTca C
MOHCTPaMM 1 NomyyatoT onbIT. 3a yA0OBONbCTBUE OHWU MMATAT: NOKyNnatT AWCK, onnavvBaoT aboHeMeHT
unu npmobpeTatoT Kakme-To onumun. Bece atm cpeactea nayT Ha NOAAEPXKaHME U pa3BUTME UTPbI, a Takke
Ha camy 6e30MacHOCTb: COBEPLUEHCTBYIOTCH CUCTEMbI aBTOPM3aLMK, BbIMYCKaOTCS HOBbIE NaTyn
(umdpoBble 3annaTkv Ans NPorpaMm), 3aKpbiBaOTCH YA3BMMOCTH cepBepoB. B nogobHbIX urpax ctout
onacaTtbCs He CTOMNbKO CBOMX COMEPHMKOB, CKOMBbKO KPaXu TBOEro Napons, Ha KOTOPOM OCHOBaHa
cuctema aBTopu3saunm bonblnHeTBa nrp. OCHOBHbIE COBETLI MO 6e30MacHOCTY TBOEro NrPOBOTo
akkayHTa: 1. Ecnu gpyron urpok Beget cebsi nnoxo unm co3gaet Tebe HeNnpuATHOCTK, 3abIOKMPYIA ero B
CrucKe Urpokos; 2. MNoxanynca agMMHUCTpaTopam Urpbl Ha Noxoe noBeAeHue 3Toro Urpoka,
XenatenbHO NPUNOXNTb Kakne-To Aoka3aTenbCTBa B BUAE CKPUMHOB; 3. He ykasbiBan NUYHY0
MHdOopMaLno B Npodainne urpbl; 4. YBaxan Apyrux y4acTHMKOB No urpe; 5. He yctaHaBnueaim
HeoduMLmManbHble NaTyn n Moabl; 6. Icnonb3yin CrnoxHble 1 pasHble naponu; 7. [Jaxe BO BpeMs Urpbl He
CTOUT OTKMOYaTb aHTMBUPYC. [1oKa Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT 3apa3uTb. QULLNHT N Kpaxa
NNYHBIX gaHHbIX OBbIYHON KpaXen AeHEer U JOKYMEHTOB CErO4Hs yXKe HUKOro He yaAUBULLb, HO C
pasBUTUEM MHTEPHET-TEXHOSOMIA 3MI0YMbILLFIEHHMKN NEPEMECTUNNCH B MHTEPHET, U NPOSOIHKAOT
3aHUMaTbCA «NobuMbIMY» gernoM. Tak nosBMnack HoOBag yrpo3a: UHTEPHET-MOLLEHHUYECTBA U
ULLIMHT, rMaBHas Lienb KOTOPOro COCTOUT B MOMYyYEeHUN KOHUAEHUMANbHbIX AaHHbIX NoNb3oBaTeNnemn —
NorvHoB K naponen. Ha aHrnuiickom A3bike phishing yntaetca kak duwwmHr (ot fishing — pbibHas noens,
password — naponb). OcCHOBHble coBeTbl N0 6opbbe ¢ duwnHrom: 1. Crnegu 3a cBouM akkayHTom. Ecnm
Tbl MOA03PEBAELLb, YTO TBOS aHKeTa Obina B3nnioMaHa, To Heo6X04MMO 3abnoKnpoBaTh ee U CooOLLUTL
agMuUHUCTpaTopaM pecypca 06 3TOM kak MOXHO ckopee; 2. Micnonb3yii 6e3onacHble BeO-canThbl, B TOM
yucrie, UHTEepHeT-MarasnHOB U NMOUCKOBbLIX cUCTEM; 3. crnonb3yn CroXHble 1 pasHble naponu. Takum
obpasom, ecnm Tebs B3NOMatoT, TO 3M10YMbILLMIEHHUKN NONAyYaT JOCTYM TOMbKO K OOQHOMY TBOEMY
npocunio B CeTu, a He ko BceM; 4. Ecnn Tebsa B3nomanu, To Heo6xoaMmMo npeaynpeanTb BCEX CBOUX
3HAKOMBbIX, KOTOpble A0baBneHbl y Tebs B Apy3bsX, O TOM, YTO Tebsi B3anoManu u, BO3MOXHO, OT TBOErO
umeHn ByaeT paccbinaTbCs Cnam U CCbIMKU Ha (OULLNHIOBbBIE CanTbl; 5. YCTaHOBW HagexXHbIN naposb
(PIN) Ha mobunbHbIN TenedoH; 6. OTkNoYM coxpaHeHre napons B Opaysepe; 7. He oTkpbiBan annbl
Opyrue BrOXeHWs B MMCbMax Aaxe eCriv OHW NpULLNKU OT TBOUX Apy3en. Jlydlle yTOUHN Y HUX,
oTnpaensnu nu oln Tebe atn dannbl. Lndposas penytauus Lincdpposas penytauusi - 3To HeraTueHas
U1 No3nTMBHasA nHdopmaums B ceTn o Tebe. KomnpomeTupytoLas nidopmaunsi pasMmeLleHHas B
WHTEPHETE MOXET CEPbE3HbIM 06pPa3oM OTPa3nTLCSA Ha TBOEW peanbHOM xu3Hu. «Lindposas
penyTauusi» - 3T0 TBOM UMUK, KOTOPbIN dhopmmnpyeTcs ns nHpopmauum o Tebe B nHTEpHETE. TBOE
MECTO XWUTEeNbCTBa, y4ebbl, TBOE PMHAHCOBOE MONoXeHne, 0COBEHHOCTM XapaKkTepa 1 pacckasbl O
OnmM3KMX - BCe aTO HakannmBaeTcs B ceTu. MHorne nogpoCcTku NerkoMbICAEHHO OTHOCATCS K NyGnvkaumm
nMyHon nHpopmaumm B VIHTepHeTe, He NoOHUMasa BO3MOXHbIX MOCNeAcTBUiA. Thl Aaxe He CMOoXellb
aoragartbcs 0 TOM, YTo dhoTorpadus, pasMmeLleHHasa 5 net Hasag, ctana NpUYnHOM oTKasa NPUHATL Tebs
Ha paboTy. KommeHTapun, pasmelleHme TBomx boTorpacuii u apyrne AencTBmS MOTYT HE UCHE3HYTh
Jaxe rnocne Toro, Kak Tbl UX yAanuilb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHopMaLuuto, nonara fv oHa B
MOWCKOBbIE CUCTEMbBI 1 COXPaHUNACh fiM OHa, a rMaBHOE: YTO NodymaroT o Tebe oKpyxatoLLee naun,
KOTOpble HanayT 1 yBUAAT 3T0. HanTn nHopmMaLmio MHOro neT CnycTa CMOXeT Nobon - kak U3 JobpbIx
noby>xaeHnn, Tak U C HAMepeHMeM NPUYNHUTL Bped. OTO MOXeT ObITb KTO YyrogHO. OCHOBHbIE COBETbLI MO



3awuTte undgposon penytaumu: 1. Nogyman, npexae 4em 4To-TO Ny6nukoBaTb U Nepefasath y cebs B
6nore nnu B coumansHom ceTu; 2. B HacTpoikax Nnpodunsi ycTaHOBM OFpaHUYeHnsi Ha NPOCMOTP TBOETO
npoduns 1 ero CoaePXXMMoro, caenar ero Tonbko «ansa gpyseny; 3. He paamelyan n He ykasbiBam
MHGOPMaLMIO, KOTOpasi MOXeT KOro-nnmbo ockopbnste unm obmxaTte. ABTOopckoe npaBo CoBpeMeHHble
LLKONBbHUKM- aKTMBHbIE Nonb3oBaTeny uudpoBoro npoctpaHcTsa. OgHaKo Aaneko He BCe 3HakT, YTo
Nofb30BaHWe MHOTMMW BO3MOXHOCTSIMY LIMPPOBOro Mupa TpebyeTt cobnofeHnst npas Ha
WHTENNEeKTyanbHyt0 CO6CTBEHHOCTb. TEPMUH «MHTENNeKTyanbHast COGCTBEHHOCTbY» OTHOCUTCS K
pasnUYHbIM TBOPEHMSM YENOBEYECKOrO yMa, HauMHas C HOBbIX M306peTeHuin 1 3HaKoB, 0603HaYatoLLnX
COBCTBEHHOCTb Ha MPOAYKTbI 1 YCAyrK , U 3akaH4nBasi KHUramu, pororpacmsimu, KMHOUNeEMamn n
My3blKanbHbIMU NPON3BeAEHNAMMN. ABTOPCKME NpaBa - 9TO NpaBa Ha UHTENNEKTyanbHy COBCTBEHHOCTb
Ha Npou3BEAEHUsT HAYKK, NMTepaTypbl U UCKYCCTBA. ABTOPCKME MpaBa BbICTYNAlOT B KAYECTBE rapaHTum
TOrO, YTO MHTEMNMEKTYanbHbIA/TBOPYECKUIA TPYA aBTOpa He ByaeT HanpacHbIM, 4acT emy crpaBeanvBbie
BO3MOXHOCTHM 3apaboTaTtb Ha pe3ynbTaTax CBOEro Tpyaa, MonyyYnTb N3BECTHOCTb U Npu3HaHue. HukTo
0e3 paspelLleHns aBTopa He MOXET BOCMPOMN3BOANTb €ro Npon3BeaeHne, pacnpocTpaHaTe, Ny6nmnyHo
AEMOHCTPUPOBAaTh, NpoAaBaTb, UMNOPTUPOBATb, MyckaTb B NPOKaT, MyONMYHO UCNOMHATD,
nokasblBaTb/MCNOSHATL B adhmpe unm pasmeLlaTb B MIHTepHeTe. Vicnonb3oBaHne «nMpaTCcKoro»
nporpaMmHoro obecneyeHmnss MOXXeT NPUBECTU K MHOTMM PUCKaM: OT NOTEPU AaHHbIX K TBOMM akKayHTam
[0 BrOKMPOBKM TBOErO YCTPONCTBA, rAe YCTaHOBMNEHHbIV He fneranbHas nporpaMmma. He ctout Takke
3abbIBaTh, YTO CYLLECTBYET feranbHble U 6ecnnaTHble NporpamMmMbl, KOTOPbIE MOXHO HanTh B ceTu. O
noptane CeTeBMYOK.pd - TBON rMaBHbIN COBETUMK B CETU. 34€Cb Thl MOXELUb y3HaTb O 6€30MacHOCTM B
CETU NOHATHBLIM M LOCTYMHbIM S3bIKOM, @ NPWU BO3HUKHOBEHUN KPUTUYECKOW CUTYaLumn obpatuTbCs 3a
COBETOM. A TakKe MPUHSTb y4acTue B KOHKypCax 1 cTaTb CaMbIM LUEPOBbLIM rpaXkgaHnHoOM!



